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Abstract—Denial-of-Service (DoS) attacks are one of the
more common attacks that happen today. In this report,
we want to talk about how they work and the various ways
to implement them. Furthermore, we want to describe
defensive measures to protect or at least mitigate them.
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I. INTRODUCTION

We live in a very turbulent and fast-paced world.
Since the year 2014 there are always continuing
conflicts between Russia and Ukraine. Now, in the
year 2022, these conflicts are escalating, territories
are getting invaded, people fall in a war that has
never been declared. In order to increase the own
chances of a state in such a scenario, not only the
infrastructure throughout the land has to be managed
perfectly, but also networking is a factor that should
not be let out. After the escalations started, one
can see that the count of cyberattacks is increasing
rapidly. The most interesting part for this paper is,
that the amount of DoS attacks in the first quarter
of 2022 is about 46% higher than in Quarter 4
in 2021. But why is that? The answer is rather
simple: In military conflicts, every part of supply-
management is important, be it food, ammunition,
or information. To prevent the enemy of distributing
information, the easiest way would be to block
all news-spreading websites, as people get their
information mainly from the internet. In case of the
Ukraine-conflicts, many official websites were being
targeted by DoS attacks. But what are these attacks
in detail? Are there different kinds of attacks? How
do they work, and what can one do against them?
All those questions are handled in this paper [1] [2].

II. LARGEST DOS EVENT SO FAR

On June 1st a customer of Google Cloud Armor
(GCA) faced the largest HTTP-DDoS-Attack as of
writing this paper. The attack peaked at around 46
million requests per second and therefore is almost
double the largest DoS-attack on Cloudflare before,
with 26 million requests per second. To make this
number more tangible, 46 million request is what
Wikipedia receives on a whole day. At the end, the
attack lasted 69 minutes [3].

III. TYPES OF DENIAL-OF-SERVICE ATTACKS

A. Application-Layer-Attacks

Application-Layer-Attacks are sometimes also re-
ferred to layer 7-Attacks and try to exhaust server
resources by sending Hypertext Transfer Protocol
(HTTP)-requests. As an example, take a look at
HTTP-flooding. A HTTP-request is lightweight to
send, but may be resource intensive for the server
to respond, this is an easy way to strain a server.
The intensiveness for the server varies depending
on if and from where resources are fetched. E. g. a
database query requires more computational power
than a simple read from a file. Therefore, when
spamming a web-server with many requests, it is
possible to slow it down or even crash it [4] [5].

B. Protocol-Attacks

The goal is to exhaust the server’s resources by
using flaws in the Network- and Transport-Layer’s
architecture. Attacks that fall under this category are
as two examples the SYN-Flooding, which abuses
the Transmission Control Protocol (TCP)’s three-
way-handshake by sending many SYN-packages and
occupying ports on the server to block legitimate

mailto:k11914471@students.jku.at
mailto:alexander.voglsperger@jku.at


connections. The goal of Internet Control Message
Protocol (ICMP) Ping-Flooding is to overload the
Network Interface Card (NIC), by sending large
amounts of ping-requests. This results in the NIC
trying to keep up with answering these requests.
Smurf-Attacks try to do almost the same as ping-
flooding, but with the addition of broadcasting to
the entire network and applying origin-address-
spoofing to the requests. Such attacks are measured
in Packets per Second (PPS) [6] [7].

C. Volumetric-Attacks
With volumetric-attacks, the goal is to clog the

network connection by saturating the bandwidth the
server has to offer. This congestion results in legiti-
mate traffic not even reaching the server [8]. These
attacks mostly consist of the above-mentioned flood-
ing attacks. They are mainly achieved by using a
botnet to execute so called Distributed DoS (DDoS)-
attacks. It is not unheard of volumetric-attacks
reaching Giga-, even Terabits per second and still
rising [9] [10].

IV. IMPLEMENTATIONS

A. DDoS
When an attack does not only come from one,

but from multiple machines, it is called a DDoS. As
most attackers do not have the resources for such
an attempt, DDoS attacks are mainly performed
using compromised groups of devices, which are
connected to the internet. They are controlled by
the attacker, who uses software-handlers to hijack
and control multiple devices. A general overview
of the structure of this implementation can be seen
in Fig. 1. The Botnets, as they are called, can also be
rented to other attackers and can be used for several
attacks through the internet. In case of DDoS, each
bot sends requests to the victim, and as there are
such many of them, this leads to an overload and
therefore to DoS [4] [6] [11].

B. Application Layer
DDoS attacks usually target a specific weakness

of the victim. As for application-layer DDoS at-
tacks this would be the application-layer processes,
or, referring to the OSI-Layer model, the seventh
layer, giving them the name layer 7 DDoS attacks.
One great example for this sort of attack is the

Fig. 1. Usual structure of DDoS attacks. Created by Tobias Pilz
using https://draw.io

Slowloris DDoS attack. It sends HTTP requests that
are not complete, which leads to the effect, that the
server cannot yet process the request but keeps the
connection open. Slowloris then opens more and
more connections until the server cannot handle
any more requests and all connections are waiting
for the request to be completed. But Slowloris
takes it even one step further and refreshes older
connections once again by adding to the request,
but not completing it. In other words, it simulates
a very slow connection, but not that slow that the
server closes the connection [12] [13].

C. Network layer

Another target layer is the networking-layer. As
the Network Layer is the third layer in the OSI-
Model, Network Layer DDoS is also referred to
as Layer 3 DDoS. As the name already suggests,
does this type attack the network equipment and
the infrastructure of the victim. The main difference
between other types of DDoS attacks and Layer 3
DDoS attacks is, that the attacker does not even
establish a TCP connection to the victim. It suffices
to send enough junk data to the target to slow down
real connections and to finally block them. In more
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severe cases, the networking components are heavily
pressurized and may crash completely [14] [15].
According to Cloudflare, there are three major types
of Network layer DDoS attacks:

• Ping flood: This form of DDoS attack uses
only ICMP requests, one sends many echo
requests to the server using multiple devices.
As the server tries to respond to every request,
he might run out of resources and the data
flow starts slowing down until it even stop
completely [16].

• Smurf attack: Another type of attack is the
Smurf attack, which basically works like the
Ping flood, but the attacker does not require
lots of connections to other devices. The at-
tack sends a ICMP package, with its source
IP address altered to the victim’s address, to
a broadcasting address of a router which is
connected to a big network. This router will
then send the package to every device in the
network, which will answer to the victim’s IP
as a consequence [17].

• Ping of Death: In this form of Layer 3 attack,
the attacker sends a ICMP ping request to the
victim, but this time, the package exceeds the
maximum size of such packages and therefore
has to be fragmented by the routers on the way
to the victim. When the victim tries to assemble
and answer to the request, it crashes because
of the package’s size. [14].

D. Amplification attacks

The Amplification attack uses the behavior of a
Domain Name System (DNS). The attacker alters
the source IP again to the spoofed IP address of
the victim. The DNS request the attacker is then
going to send usually is for a domain with a lot
DNS records. The more records there are, the more
can the attack be amplified. When the attacker now
uses only a few devices to send the previously
prepared requests to multiple DNS servers, they will
look up the domain and then send the result to the
victim, normally overwhelming it by the amount of
packages received. As Amplification is not really
hard to achieve but can give the attack enormous
power, it can be seen in many other Network Layer
DoS attacks (IV-C) [18] [19].

E. DoS as a service (DoSaaS)
As you normally need to have the resources for a

DoS attack, making business with just this kind of
product has turned out to be quite lucrative. When
some services to carry out such DoS attacks are
offered to others, this is called DoSaaS. The services
are usually based on the needed infrastructure, in
this case mostly botnets. They are low-cost-high-
effect tools, that act as a central reason for hundreds
of attacks every year [20].

F. Permanent DoS (PDoS)
In most cases of DoS attacks, the victim can

rather fast recover after the attacker stops the attack.
But occasionally the effects of the incident are too
dramatic, and the victims may not recover from
them and is forced to replace their hardware, this is
then called PDoS. The attacker attempts to sabotage
the victim’s hardware by exploiting certain firmware
vulnerabilities. Most of the affected devices typi-
cally were not patched to the last update, and there-
fore it was possible to corrupt them. Usually PDoS
attacks are more costly for the victim due to the fact
that they have to replace their hardware, furthermore
this attack type is cheaper for the attacker, since one
does not need to rent a botnet for a certain time slot
like in DDoS [21] [22] [23] [24].

G. Unintentional DoS (UDoS)
As we experienced in the last semesters when

registering for courses through the Kepler Univer-
sity Study Support System (KUSSS) are unavailable
websites. When analyzing these events, we can
now conclude, that they are unintentionally executed
DDoS attacks on the system of our university. The
same implies for crashed services in Moodle, when
more than 300 students try to submit online exams.
Due to increased amounts of online exams because
of the Covid-19 pandemic, our university started to
use random offsets for every student to start the
exam.

H. Side effects
DoS attacks do not only make the content not

available for a certain amount of time, but also
have other side effects one does not see at the first
blink. On the one hand, an effect can be a damaged
reputation: users, that normally rely on the service



may be upset and look for another service, that looks
more resistant. On the other hand, if the attack was
blocked, it can generate new customers. Another
side effect is data loss due to corruption and rolling
back to a previous version. The most important side
effect are still the time and resources that have to
be invested to recover from a DoS attack [25].

V. DEFENSE MEASURES

A. Reduction of a single Attack Area using Content
Delivery Networks (CDN)

A CDN is due to its architecture, a globally
spanned network of servers. They are designed
to serve data to the end-user as fast as possible.
They achieve this by caching versions of the orig-
inal webpage and therefore reducing the load by
only updating from the original server occasionally.
Furthermore, the server’s Internet Service Provider
(ISP) can be configured in such a way that only
traffic originating from a defined CDN is forwarded
to the primary server. This makes it even harder
to attack it, even when the IP-address got leaked.
Such CDNs are designed to monitor, handle huge
amounts of traffic and users around the world, they
also apply automatic filtering to reduce potentially
harmful traffic, as described in more detail in section
(V-C) [26] [27].

B. Black holes and Sinkholes
A blackhole or sometimes also referred to a

sinkhole describes the mechanism of a node to route
network traffic into an equivalent of a real black
hole. Such a network node can be configured to
either block certain source-/destination-addresses or
certain protocols. Traffic will go in but will be lost in
there, and as with a real blackhole nothing will come
out of out. Depending on the used protocol for the
connection, the source won’t even be able to detect
a blackhole. This is due to only being detectable in
lost traffic, or in case of TCP it will result in a ICMP
response, of the node trying to forward, telling the
source that the package could not be handed to
the next node for transit. In general, Blackholing
is pretty effective against harmful traffic, but also
will route legitimate traffic into said blackhole. This
might backfire, as this will definitely disrupt traffic,
as the original attacker likely intended to accomplish
with a DoS [28] [29]. But black holes can also

backfire pretty bad. As an example, Pakistan banned
YouTube with a blackhole. Due to an unfortunate
event, this ban escaped through the Boarder Gate-
way Protocol (BGP) and effectively broadcasted to
ISPs worldwide that they are the correct destination
and then blackholed the world’s traffic to YouTube
[30].

C. Filtering Network Traffic

Filtering the bad traffic from the legitimate one
is not that straight forward. There are many ap-
proaches to this, which come with different amount
of wrongly discarded or permitted traffic. Filtering
can also take place at different points in the network.
The straight forward solution is filtering the of
malicious traffic near the origin or at large internet
backbones, where the traffic has to go through even-
tually. Mainly, the traffic is analyzed for patterns
that are unusual for humans. Next to static filters,
dynamic detection algorithms and machine learning
is also applied for more effective filtering [31] [32].

D. Using a Firewall in combination with an Intru-
sion Prevention System (IPS)

A firewall has rules which try to block certain
traffic. Those rules are often configured once and
afterwards updated occasionally. An IPS is a piece
of hard- or software which monitors a system or
network for intruders. We mainly differentiate be-
tween the Network-Based IPS (NIPS) and Host-
Based IPS (HIPS). A NIPS analyses the network
protocol traffic for potentially malicious traffic. On
the other hand, HIPS runs on a system and analyzes
connections, running programs and their log files. If
any intrusion is detected, the system automatically
deploys some kind of defense measure depending on
the attack type. Such defense measures include re-
moving harmful content, dropping packages, block-
ing an IP and notifying the system administrator
[33] [34].

As a more practical example, Fail2ban is a HIPS
and monitors the log files for enabled modules. Each
module then applies filters on the corresponding log
file. When an IP now shows malicious signs within
a certain time threshold, Fail2ban adds the IP to a
network filter or firewall, to stop further incoming
packages. Depending on the configuration, the IP
may get unblocked after a certain time. Most often,



Fail2ban is used for blocking brute-force attacks
on SSH but can also prevent DoS and DDoS as it
prevents IPs from accessing dynamically [35] [36].

E. Rate-Limitation and CAPTCHA

In general, rate-limiting describes the process of
limiting requests. Mainly, this restriction is com-
bined with a time period, but other versions like
limiting on failed login attempts also exist. As an
example, a website can set a limit to 20 request
per 30 minutes. This can either be used for creating
a subscription-based service or e. g. prevent login
automated login. The second point here is the more
interesting one, as it could also be a DoS or DDoS.
Such limits can be based on different data-points,
but normally are based on IP addresses or geolo-
cation. It is possible to exempt users, e. g. when
they are logged. Drawbacks with this solution is that
automatic rate-limiting may also target real users in
[37] [38] [39].

The Completely Automated Public Turing test to
tell Computers and Humans Apart (CAPTCHA) is a
security measure to create tests for telling automated
systems from humans apart. Those CAPTCHAs are
often found at login/sign-up forms, comment sec-
tion or e-commerce checkout pages. Such tests are
designed to be easily solved by a human, but poses
a challenge for bots and other automated systems.
This type is also known as a challenge-response
authentication. In the basic form, CAPTCHAs ask
for typing down letters and numbers shown in a dis-
torted image. In more advanced tests, the user has to
pick images of certain objects. Those images often
lack the proper resolution or are made from angles
that algorithms have a hard time detecting them.
A common implementation is the reCAPTCHA
and was developed in 2009 by researchers at the
Carnegie Mellon University, which then was later
acquired by Google.There are a few drawbacks
though. Captchas are not bulletproof and only can
limit bad requests. They are also time-consuming
and interrupt the flow of individual users [40] [41]
[42].

F. DoS-attack response plans

To keep the service up and running, even if it
being in a degraded state, it is important to have a
response plan.

As a first step, make sure that you actually deal
with an DoS attack and not just a surge in traffic. A
upsurge in valid traffic often comes from a popular
media report or a hype that references your service.
It can also be helpful to report the incident to an
appropriate government service or the police, when
legal action is taken later on. Next, take a look at
what kind of DoS attack it is and which part of your
service is attacked specifically. The National Cyber
Security Center (NCSC) recommends to not divert
all security and network personal to the attack, as
this may open other attack vectors. If not already
done, deploying defense measures as described in
(V) is essential. Also contact the ISP as they are
often able to deploy measurements, before the attack
reaches the service itself. At this point, informing
the users about what is going on is a good idea. For
this, use other forms of communication like email
or existing social media accounts.

Oftentimes, dos-attacks come in bursts and often
only last a few hours. But when an attack seems
to have ended, keep defense measures up, as the
attacker might just be waiting for them to get
removed. And if you are sure that the attack stopped
and the service recovered from it, make a review to
see where things can be changed to make the service
more resilient in the future [43] [44].
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